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1 Introduction  

1.1 History  

Noark is a Norwegian abbreviation for Norsk arkivstandard, or ñNorwegian Archive 

Standardò. Noark was developed as a specification of requirements for electronic 

recordkeeping systems used in public administration in 1984 and quickly became established 

as the de facto standard. The standard was developed further with new reports in 1987 (Noark 

2) and 1994 (Noark 3). This further development covered both modernisation in line with 

technological advances and expansions to the systemsô information content and functionality. 

 

In 1995, a corresponding specification of requirements was developed for the municipal sector, 

Koark. Koark was based on the same principles as Noark, but had a number of additions 

specifically adapted to the needs of the municipal sector, e.g. political case handling. 

 

Noark 4, which arrived in 1999, included the specifications in Koark and became a common 

standard for public sector administration. Noark 4 took the standard a major step further by 

specifying a complete electronic records management system, integrated with e-mail and 

general case handling systems. Noark 5 further develops the principles from Noark 4. 

 

When the Archives Regulation was introduced on 1 January 1999, it became mandatory for 

public bodies to use a Noark-based system, approved by the Director General of the National 

Archival Services of Norway, for electronic recordkeeping. Since 1 October 2002, Chapter IX 

of the National Archival Services of Norwayôs Regulation on the electronic archiving of case 

documents has stipulated that the recordkeeping of electronic case documents should generally 

be carried out in a system that fulfils the requirements of the Noark standard and is approved 

by the National Archival Services of Norway. This applies regardless of whether a simple 

recordkeeping and archive system is used or recordkeeping functions are integrated in a case 

handling system or other similar system. When case documents are archived electronically, the 

system must meet the requirements for electronic archiving in the Noark standard and be 

approved for this purpose by the Director General of the National Archival Services of 

Norway. 

1.2 Background to the project  

Since Noark 4 arrived in 1999, there have been significant changes on several fronts: 

organisational, work- and cooperation-related and technological. 

 

There are many reasons why work began on Noark 5, but a key factor was strong pressure 

from both the public sector and suppliers to bring about good solutions for integration between 

Noark-based systems and task systems. 

 

Since 1999, national and international standards of relevance to electronic recordkeeping and 

archiving have also been formulated. These areas are not covered adequately in Noark-4. 

 

The Director General of the National Archival Services of Norway therefore considered it 

necessary to establish a project to draw up a standard which covers these areas up to a level 
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which ensures that all documents and transactions are handled in line with the Norwegian 

Archives Act. This project was established in September 2005. 

1.3 Project organisation  

The project consisted of a steering group, a project group and a number of reference groups. 

The Project Manager was Anne Mette Dørum of the National Archival Services of Norway. 

 

The Steering Group consisted of: 

 Ivar Fonnes, National Archival Services (chairman) 

 Trond Sirevåg, National Archival Services 

 Ingvar Engen, Ministry of Culture and Church Affairs 

 Katarina de Brisis, Ministry of Modernisation (September 2005ïSeptember 2006) 

 Henrik Linnestad, Ministry of Government Administration and Reform (September 

2006ïMarch 2007) 

 Christer Gundersen, Norwegian Association of Local & Regional Authorities 

(September 2005ïSeptember 2006) and Ministry of Government Administration and 

Reform (March 2007ïMay 2007) 

 Kristian Bergem, Ministry of Government Administration and Reform (from May 

2007) 

 Line Richardsen, Norwegian Association of Local & Regional Authorities (from 

September 2006) 

 Anne Mette Dørum (project manager and secretary of the Steering Group) 

 

The Project Group consisted of: 

 Herbjørn Andresen, Department of Informatics, University of Oslo (from November 

2006) 

 Martin Bould, National Archival Services (to November 2006) 

 Tor Anton Gaarder (from January 2007) 

 Jon Atle Haugen, National Archival Services 

 Synnøve Hellevik, National Archival Services (to February 2008) 

 Øivind Kruse (from January 2007) 

 Anthony Lærdahl, National Archival Services (to June 2007) 

 Birgitte Olafsen, National Archival Services (to December 2006) 

 Petter Svendsen, National Archival Services 

 

The Working Group that worked on the chapter concerning meeting handling consisted of: 

 Kari Remseth, Inter-Municipal Archive in Trøndelag (chairman of the group) 

 Elin Harder, Directorate for Nature Management 

 Jan Tore Helle, Inter-Municipal Archive in Hordaland 

 Rolf Petter Waage, Inter-Municipal Archive in Møre og Romsdal. 

 Astrid Øksenvåg, Norwegian Association of Local & Regional Authorities. 

 Ståle Prestøy, Inter-Municipal Archive in Trøndelag (secretary of the group). 

 

The reference group consisted of many players from both the private and public sectors.  

Specific problems linked to personal privacy issues were discussed with the Norwegian Data 

Inspectorate where necessary. Similarly, specific problems linked to security issues were 
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discussed with the National Security Authority when necessary. The Norwegian Press 

Association was also contacted when necessary. 

 

Special thanks go to hired consultant Paul Hoseth of Mesan AS, who with great patience and 

inestimable expertise assisted the project to realise the vision of a Noark 5 core Thanks must 

also go to Heidi Einarsen of the National Archival Services for her considerable writing efforts 

on the home straight. 

1.4 Requirement types in Noark 5  

Noark 5 sets out requirements concerning record structure, metadata and functionality, but 

does not contain any requirements concerning how these requirements should actually be met 

in system development. Noark 5 therefore does not define a system, but facilitates for different 

solutions. 

 

The requirements are stricter for depositing, transfer and migration. Obligatory metadata must 

be included in the export, and the export must have a defined structure. 

 

The standard does not contain a description of procedures or the way in which different 

requirements can be met. Where it is necessary in order to understand the requirements, some 

introductory text has nevertheless been included before the tables of requirements. The tables 

of requirements set out all applicable requirements. The tables of requirements have been set 

up in the following way: 

 

RReeqq..  

nnoo..  
<<aarreeaa  ccoovveerreedd  bbyy  rreeqquuiirreemmeennttss>>  TTyyppee  RReemmaarrkkss  

 

Req. no.: Requirement numbering is divided into <chapter no.>. <serial number within 

chapter> 

 (for example, 4.11 means chapter 4, requirement no. 11). 

 

<area covered by requirements>: This specifies the area for which requirements are imposed 

in the table. 

 

Type: Specifies the type of requirement. The following are used here: 

O (Obligatory) 

B (Conditional obligatory) 

V (Optional) 

 

Remarks: Remarks concerning the requirement, e.g. conditions for when the requirement 

becomes obligatory. 

 

Obligatory and conditional obligatory requirements are indicated by ñmustò in the description 

of the requirement. Optional requirements are indicated by ñshouldò in the description of the 

requirement. Conditional obligatory requirements are obligatory under certain conditions. 

These conditions are described in more detail in the remarks field. 

 

It will be appropriate to give Noark 5 approval for three main types of system: 
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 Case record systems 

 Task systems with correspondence documents 

 Task systems without correspondence documents 

All these systems will be electronic document management systems, although they may also 

contain references to physical documents. Task systems without references to documents fall 

outside the type of system for which it is appropriate to give Noark 5 approval. 

 

Case record systems are general case handling and records management systems. This is the 

only type of system so far to have been given Noark approval. Task systems with 

correspondence documents (also known as task systems with recordkeeping functionality) are 

specialised case handling systems which handle incoming and outgoing documents. Task 

systems without correspondence documents do not handle such documents and will often be 

extremely simple records management systems
1
. 

 

The obligatory requirements are obligatory for all three main types of system. Some 

conditional obligatory requirements will only be obligatory for case record systems. Other 

conditional obligatory requirements may be obligatory for systems that contain documents 

which must be retained for more than 10 years. In other cases, such a requirement may be 

obligatory if a previous optional requirement is to be fulfilled. 

 

Noark 5 approval will not cover the optional requirements, but suppliers must state the optional 

requirements that they fulfil. Most requirements concerning case handling, security and access, 

user administration, etc. are optional. This does not of course mean that these requirements are 

less important and can therefore be omitted. In many cases, the way in which the optional 

requirements are met will be decisive for the system that a user chooses. This could therefore 

be a competitive advantage for suppliers. Users must decide which optional requirements they 

need and then require the supplier to fulfil them. 

1.5 Relationship to Nordic standardisati on 

The project has regularly kept in contact with environments that are involved in national 

standardisation work, such as the Norwegian Standards Council, the Semantics Register for 

Electronic Collaboration (SERES) and the Coordination Body for e-Administration 

(Koordineringsorganet for eForvaltning (KoeF), and work relating to open standards, 

electronic signatures and identification. 

 

Many Norwegian projects were taken into consideration during the formulation of the 

requirements. These include: 

 Specification of requirements for PKI in the public sector 

 ELMER 2 ï Guidelines for user interfaces in official forms on the internet 

 Proposed strategy for the use of eID and e-signatures in the public sector 

 Report to the Storting no. 17 (2006-2007) Eit informasjonssamfunn for alle (An 

Information Society for All)  

 Shared ICT architecture in the public sector 

 

                                                 
1
 Within a case record system, there may also be series without correspondence documents, e.g. a series which 

contains meeting documents. 
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The project has had interesting and productive exchanges of views and experiences with the 

FESD project (Fælles systemer til elektronisk sags- og dokumenthåndtering i den offentlige 

sektor ï Shared Systems for Electronic Case and Document Management in the Public Sector) 

in Denmark. The FESD project has established a common technical standard for recordkeeping 

and case handling systems, based on Noark 4. 

 

In Sweden, the Long-term Digital Preservation project was an important source of input in 

formulating the Noark 5 transfer requirements. 

 

The project has drawn on experience from the Sähke project in Finland, a project relating to the 

long-term preservation of electronic documents. 

1.6 Relationship to international standardisation  

The work relating to Noark 5 was based on international standards where relevant. These 

include: 

 ISO 15489-1 and 2: 2001 Information and documentation - Records management (Part 

1: General, Part 2: Guidelines). This is an international standard for records 

management design. 

 MoReq - Model Requirements for the management of electronic records (European 

Commission 2002). This is an EU standard for records management design based on 

ISO 15489. MoReq2 was released in February 2008.  

 

 ISO 23081-1: 2004 Information and documentation - Records management processes - 

Metadata for Records. This is an international standard for metadata for records. 

 ISO 14721: 2002 Reference Model for an Open Archival Information System (OAIS). 

This is an ISO standard for the preservation of archival records. 

 

 Data Dictionary for Preservation Metadata: Final Report of the PREMIS Working 

Group (OCLC and RLG 2005). PREMIS stands for ñPreservation Metadata: 

Implementation Strategiesò. The PREMIS Working Group describes a model ï a core 

of metadata ï which can be used for digital preservation, irrespective of the type of 

documents or preservation strategies. 

 

The international standards for archive design and archival repositories are directly linked to 

Noark 5 in the sense that where the requirements in the standards have a strong relevance to 

Norwegian circumstances, we have used the requirements almost directly translated. Where the 

relevance has been weaker, we have ensured that the requirement formulations in Noark 5 take 

the requirements into consideration wherever possible, giving special consideration to 

Norwegian administrative practice and law. 

 

During the project period, the project manager was involved in the work relating to the 

development of MoReq2 as a participant on the Editorial Board. To ensure that Noark 5 is in 

line with MoReq2, the project primarily related to MoReq2ôs requirements, as they were 

completed. 

 

Many of the project participants have been involved in an international training scheme, which 

is a follow-up to the report from the PREMIS Working Group. 



Section 2 Legal framework conditions Page 14 of 268 
 

 

 

 

National Archival Services of Norway, 03.04.2009 Version 2.1  
 

2 Legal framework conditions  

2.1 Introduction  

A recordkeeping and archive system must be in line with the requirements set out in laws and 

regulations. This chapter considers the general legal requirements with which a Noark 5-based 

system must comply. In this context, ñgeneral legislationò is used in particular to refer to 

administrative, confidentiality, recordkeeping and personal privacy legislation, but other 

special legislation may also apply.  

  

Noark 5 must enable an individual organisation to comply flexibly and effectively with general 

legislation. However, it is also important that the organisation is aware of other special 

legislation which could be of significance to the archive. Other regulations may affect archive-

related circumstances, and in certain contexts these regulations will have consequences for 

archive-related work performed by public bodies. 

 

The key legal framework conditions for the Noark 5 standard are set out in the following 

legislation and regulations: 

  

 Act of 4 December 1992 No. 126 on archives (the Archives Act). 

 Regulation of 11 December 1998 No. 1193 on official archives (the Archives 

Regulation). 

 Regulation of 1 December 1999 No. 1566 on supplementary technical and archive 

provisions concerning the management of official archives (the Director General of the 

National Archival Services of Norwayôs provisions concerning official archives). 

 Act of 10 February 1967 on the processing method in administrative cases (the Public 

Administration Act). 

 Regulation of 25 June 2004 No. 988 on electronic communication with and within 

public bodies (the e-Administration Regulation). 

 Act of 19 May 2006 No. 16 on right of access to documents held by the public 

administration and public undertakings (Freedom of Information Act), which 

supersedes the Act of 19 September 1970 No. 69 on right of access within the public 

administration (Freedom of Information Act). 

 Act of 14 April 2000 No. 31 on the processing of personal data (the Personal Data 

Act). 

 Regulation of 15 December 2000 No. 1265 on the processing of personal data (the 

Personal Data Regulation). 

 Act of 15 June 2001 No. 81 on electronic signatures (the e-Signature Act). 

 Act of 20 March 1998 No. 10 on preventive security services (the Security Act). 

 Decree of 17 March 1972 No. 3352 on the processing of documents requiring 

protection for reasons other than those referred to in the Security Act and regulations 

(the Protection Decree). 
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2.2 Relationship to public bodiesô archive function  

An archive system is a tool for managing the archive function of an organisation. For Noark, 

this is particularly a question of the archive function within the public administration, and the 

specifications must therefore be adapted to the framework and requirements that apply to this. 

 

The archive function within the public administration consists of maintaining an overview of 

documents for 

handling (case documents), placing the documents in their handling 

context (cases), distributing documents to the handling link, following up with respect to the 

handling link, archiving documents that have been handled, responding to internal and external 

enquiries concerning case handling status and concerning the content of documents, searching 

for/retrieving documents on request, lending documents or distributing copies, etc. After a 

number of years, the archive material must be set aside and subsequently delivered to an 

archival repository as documentation of the activity where it occurred.  

 

The recordkeeping and archive functionality must be a tool for every area of the archive 

function. For the organisation as a whole, the recordkeeping and archive functionality will 

often be integrated in an associated case handling system or task system. The recordkeeping 

and archive functionality will be used to register and archival documents and other information 

and to search for and retrieve this information and distribute it. The solution must of course be 

designed to perform the tasks involved in both the archive function and in the organisationôs 

collective document management as effectively as possible.  Consideration must also be given 

to the fundamental framework established through applicable laws and regulations, including 

the definition of what kind of documents the archive is to cover. The system must also 

facilitate satisfactory quality assurance in the archive function. 

2.3 Laws and regulations  

The regulations help to ensure the documentation of the public administrationôs actions and 

decisions, partly for administrative and legal purposes and partly for knowledge and research 

purposes in the future. Pivotal provisions concern the obligation to maintain fonds, 

organisation of the recordkeeping function, the type of material to be stored in the archive, 

what is to be retained for the future and how it is to be stored. However, relatively detailed 

provisions are also set out concerning archive procedures, linked to areas such as document 

handling, recordkeeping, lending, the setting aside of older material and transfer to an archival 

repository. 

 

It is however not just the archive regulations and the Archives Act that affect the archive 

functions. A number of other laws and provisions must also be taken into consideration. This 

particularly concerns the Freedom of Information Act, which is of importance for 

recordkeeping, the presentation of official records and the screening of information. The Public 

Administration Act sets out general rules concerning case handling, in addition to specialised 

provisions concerning confidentiality obligations and special access for involved parties. It is 

important to be aware of the e-Administration Regulation pursuant to the e-Signature Act and 

the Public Administration Act. This regulation sets out more specific rules concerning 

electronic communication with and within the public administration. The Personal Data Act 
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and the associated Regulation (the Personal Data Regulation) regulates the processing of 

personal data. 

 

It is also necessary to take into consideration the written and unwritten rules implied by the 

term good administrative practice. This covers keywords such as equality (precedence), 

complete decision-making basis, the requirement for enquiries made to the public 

administration to be answered within a reasonable period of time (cf. back log control), etc. 

 

Special legislation of relevance includes the Security Act and the Protection Decree, which set 

out provisions concerning information which must be protected for national security or other 

reasons. Another law is the e-Signature Act, which facilitates the use of electronic signatures in 

connection with electronic communication with and within the public administration. 

 

Noark 5 must support other archive functions which fall within the framework of the 

regulations, and it must avoid building in functionality that is not permitted. Within the various 

areas, a series of examples of requirements which the standard must fulfil is presented below. It 

should be noted that these examples do not exhaustively describe the legal requirements for the 

individual areas of legislation, but are intended solely as illustrative examples. 

2.4 The Archives Act and associated regulations  

The public administrationôs archive function has been regulated for many years through 

specific regulations. The Act of 4 December 1992 No. 126 on archives (the Archives Act) 

entered into force on 1 January 1999. The same date saw the entry into force of the Regulation 

of 11 December 1998 No. 1193 on official archives (the Archives Regulation). The Regulation 

of 1 December 1999 No. 1566 on supplementary technical and archive provisions concerning 

the management of official archives (management of official archives) was introduced as a 

result of a need for further regulation, partly to regulate the electronic archiving of archive 

material. Collectively, the Archives Act, Archives Regulation and Regulation on the 

management of official archives form the core of the regulations that regulate the management 

of official archives. 

 

The Archives Act sets out a number of general and fundamental provisions concerning 

archives and, in particular, archives within the public administration. With few exceptions (cf. 

Section 5 of the Archives Act), these provisions apply to all activities within the public 

administration. 

 

The purpose of the Archives Act is to secure archives that are of significant cultural or research 

value, or which contain legal or important administrative information, so that they can be 

managed and made available for use in the future; cf. Section 1 of the Archives Act. 

Furthermore, Section 6 of the Archives Act states that public bodies are obliged to have 

archives and that these archives must be organised and set up in such a way that the documents 

are secured as sources of information for both the present and the future. 

 

Together with the supplementary regulations, the Act represents a complete legal framework 

relating to all archive-related issues in the public administration, right from the initial creation 

of a document in the course of everyday operations, via archive limitation and the transfer of 
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important archive material to archival repositories, and during the storage and making available 

of the material for use in the future. 

2.4.1 Records management design  

To ensure authentic documentation, it is important that solutions are established for optimal 

document capture, i.e. that documents that are to be archived are identified, ñcapturedò and 

archived. This involves the documents being linked to metadata (registered) and archived in a 

way which ensures that they can be retrieved in unaltered form. The document capture can be 

anything from the manual processing of hard copy documents to a fully automated process for 

electronic documents. 

 

Regardless of the method used, document capture leads to archiving, and there should basically 

be no limitations on this capture. When establishing both self-service solutions for industry and 

the public and solutions for case handling and cooperation within or between public bodies, 

there are major efficiency gains to be had from incorporating automated document capture, i.e. 

functions for capturing and freezing documents. Ensuring good document capture meets the 

needs of enterprises to establish solutions for good knowledge management and decision-

making support, the legal rights of the parties involved, openness within the public 

administration and future cultural and research-related needs. 

2.4.2 Archiving obligation and archive weeding  

The Archives Act and associated regulations mean that any public body will normally be 

subject to an express archiving obligation, i.e. an obligation to archive all documents that are 

created as part of the operations that the body conducts, regardless of whether this concerns a 

document that is sent to the body or a document that the body itself produces. This follows 

from Section 6 of the Archives Act. The definition of document in the Archives Act is 

technology-neutral and extremely broad; a document is defined as ña logically delimited 

quantity of information that is stored on a medium for subsequent reading, listening, 

presentation or transferò. 

 

Exempt from the archiving obligation are those documents that are covered by the provisions 

relating to archive limitation in accordance with Sections 3-18 and 3-19 of the Archives 

Regulation. ñArchive limitationò means that documents which are created as part of the 

operations conducted by the body but which are neither subject to case handling nor of value as 

documentation, will be kept outside or removed from the archive. Each individual body must 

continuously carry out archive limitation. 

 

Section 3-19 of the Archives Regulation contains five groups of material that are covered by 

archive limitation, i.e. meaning either that the material is not to be archived at all or that it 

should subsequently be removed from the archive once it has been archived. Note however that 

there are important exemptions in the first four of these groups. 

2.4.3 Recordkeeping obligation  

The Archives Regulation also introduces a recordkeeping obligation for all public bodies. The 

obligation to register documents has been narrowed down in relation to the obligation to 

archive documents. The documents that are covered by this recordkeeping obligation are set 

out in Section 2-6 first paragraph of the Archives Regulation: 
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 Firstly, it is a requirement that the document must be considered a case document for 

the body, as defined in the freedom of information legislation. A case document for the 

body is a document that has been received by or submitted to a body, or which the body 

has itself created, and which concerns the bodyôs area of responsibility or operations. A 

document is created when it is dispatched by the body. If this does not take place, the 

document is considered to be created when it is finalised. 

 Secondly, a document must form part of correspondence, i.e. it has been received or 

sent out by the body. 

 Thirdly, the document must have substantial content, i.e. it must both be subject to case 

handling and be of value as documentation. 

 

When all three of these criteria are met, there is therefore an obligation to enter the document 

into a journal. Documents covered by the rules concerning archive limitation should not 

however be recorded. Beyond this, it is largely up to the body itself to decide what should or 

should not be entered into a journal. 

 

In other words, the body has an obligation to archive documents that have been received 

or dispatched by the body. A bodyôs internal documents are entered into a journal as and 

when the body deems it appropriate. 

2.4.4 Disposal and deletion  

Disposal means that archive material that has been subject to case handling or been of value as 

documentation is removed from the archive and deleted or destroyed. 

 

Section 9(c) of the Archives Act sets out provisions which state that archive material cannot be 

disposed of except pursuant to regulations or with the specific consent of the Director General 

of the National Archival Services.  The ban on disposal in the Archives Act takes precedence 

over provisions concerning disposal in or pursuant to other laws. Notwithstanding this, the 

Norwegian Data Inspectorate may make decisions concerning the deletion of personal data 

pursuant to Section 29 of the Personal Data Act. However, such deletion can only be carried 

out after a statement has been obtained from the Director General of the National Archival 

Services. 

 

Material covered by provisions concerning preservation cannot be discarded without the 

permission of the Director General of the National Archival Services. óPreservationô means 

that archive material is retained for the future and transferred to an archival repository. Section 

3-20 of the Archives Regulation sets out specific obligatory requirements concerning 

preservation. 

 

Disposal is an irreversible action. No form of deletion or other disposal may take place without 

special thorough case preparation, in order to eliminate the possibility of material that should 

have been retained being unintentionally disposed of. 

 

It is stressed that disposal must not be confused with archive limitation. 
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2.5 Freedom of Information Act  

The new Freedom of Information Act of 19 May 2006 No.  16 will have an expanded scope in 

relation to the Freedom of Information Act of 1970. This means that more types of activity 

must comply with the new Freedom of Information Act. 

 

The purpose of the Act is to ensure that public bodies are open and transparent, in order to 

enhance freedom of information and free speech, democratic participation, the legal rights of 

the individual, confidence in the public sector and public control. The Act is also intended to 

facilitate the re-use of official information. 

 

The principal rule in the Act is that the bodyôs case documents, fonds and other similar 

registers are open to inspection unless otherwise follows from a law or a regulation pursuant to 

a law. Anyone can request access to case documents, fonds and registers that are similar to 

case documents that are archived by the body concerned. 

 

Anyone may also request access to a summary of information that is electronically stored in the 

bodyôs databases if the summary can be prepared using simple procedures. 

 

Public bodies that are covered by the Act are obliged to maintain fonds in accordance with the 

rules in the Archives Act and associated regulations. Public bodies that maintain electronic 

registers must make the register publicly available on the internet in the manner that is set out 

in the Regulation pursuant to the Freedom of Information Act. 

Documents may be made publicly available on the internet, with the exception of information 

that is subject to a confidentiality obligation in a law or pursuant to a law. 

2.6 Public Administration Act  

The Act of 10 February 1967 on the method of processing in administrative cases (the Public 

Administration Act) regulates certain types of archive material through provisions concerning 

the rules that apply to case handling and concerning the rights that the Public Administration 

Act accords the individual. The purpose of the Act is to regulate the rights of citizens when 

they come into contact with public bodies. The Public Administration Act is intended to protect 

the legal rights of citizens and ensure appropriate case handling. The Act is a general law 

which applies to case handling provided that no other law is applicable under special 

legislation. 

 

Most exemptions under the Freedom of Information Act on the basis of a statutory 

confidentiality obligation are based on Sections 13 to 13 f of the Public Administration Act. 

Involved partiesô right of access to information in accordance with the Public Administration 

Act is regulated in Section 18, which is the main rule concerning a personôs right to access 

documents that concern themselves. In addition, many special laws contain similar provisions 

concerning access to information concerning yourself. 

2.6.1 e-Administration Regulation  

The Regulation on electronic communication with and within the public administration entered 

into force on 1 July 2002. This Regulation has been revised and the revised Regulation on 



Section 2 Legal framework conditions Page 20 of 268 
 

 

 

 

National Archival Services of Norway, 03.04.2009 Version 2.1  
 

electronic communication with and within the public administration was adopted on 1 July 

2004. 

 

The purpose of the Regulation is to prepare a common set of regulations which set out the 

framework for the secure and effective use of electronic communication with and within the 

public administration. The Regulation is intended to promote predictability and flexibility and 

to facilitate for the coordination of secure and appropriate technical solutions, including e-

signatures. 

 

The e-Administration Regulation contains provisions which set out guidelines for routines and 

procedures linked to recordkeeping. Chapter 2 includes provisions which state that any 

individual who contacts an administrative body can in principle use electronic communication, 

that the administrative body must confirm that the communication has been received and how 

requirements concerning access should be handled. The chapter also covers how confidential 

information and personal information should be distributed and how parties should be notified 

of individual decisions that have been taken. Chapter 6 sets out provisions for the 

administrative bodyôs handling of messages that are encrypted or signed with an electronic 

signature. Of particular importance here is Section 26, which sets out provisions concerning the 

archiving of advanced electronic signatures, etc. 

2.7 Personal Data Act  

The Act of 14 April 2000 No. 31 on the processing of personal data (the Personal Data Act) 

entered into force on 1 January 2001. The Act supersedes the Personal Data Registers Act from 

1978. 

 

The Act covers the processing of personal data using electronic tools and the manual 

processing of personal data which involves the creation of a personal register. 

 

The purpose of the Act is to protect the individual from having personal information about 

them misused through the handling of data. The intention of the Act is to help ensure that 

personal data is handled in accordance with fundamental considerations relating to personal 

privacy, including the need for personal integrity and personal privacy and to ensure that 

personal data is of adequate quality. 

 

The Personal Data Act focuses on the ñprocessing of personal dataò. The term therefore 

indicates the scope of the Act. The Act does not cover the processing of personal data that an 

individual carries out solely for personal or other private purposes. 

 

The processing of personal data covers any and all use of personal data: collection, record, 

collation, storage and distribution or a combination thereof. 

2.8 E-Signature ACt  

The Act of 15 June 2001 No. 81 on electronic signatures (the e-Signature Act) entered into 

force on 1 July 2001. The Act is intended to ensure that providers of certificate services and 

products on the Norwegian market fulfil a specific higher security level. The security 

requirements must be balanced between commercial, consumer and social considerations. 
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An electronic signature can be used to verify that electronically transmitted information has not 

been altered during sending, to provide confirmation of who sent the information and as 

verification that the sender will not be able to deny that he sent it. These functions are referred 

to as the securing of integrity, authenticity and non-repudiation. 

 

Electronic IDs and electronic signatures are necessary preconditions for the greater use of 

electronic services which require the communicating parties to identify themselves and bind 

themselves to the content of the communication in a way which can be traced or which 

requires confidentiality protection. 

 

The use of standardised electronic signatures paves the way for the digitalisation of many 

public services. Users can reuse a particular ID for many services. This makes life simpler and 

easier for the individual when they interact with the public sector. 

 

The Act does not confer a general right to communicate electronically. If a requirement for a 

signature is imposed, the use of a qualified electronic signature will always fulfil such a 

requirement, providing it is possible to perform the action electronically. This means that such 

an electronic signature is accorded the same legal effect as a handwritten signature. However, 

the Act does confer the right to impose additional requirements in connection with 

communication with and within the public administration. 

 

The Act implements the EU Directive on a Community framework for electronic signatures 

and Noark 5 establishes a framework for the use of electronic signatures.  

2.9 Security Act  

The Act of 20 March 1998 No. 10 on a preventive security service (the Security Act) entered 

into force on 1 July 2001. The Act supersedes the Security Decree and contains a separate 

chapter on information security. 

 

The purpose of the Act is to protect national security and vital national security interests 

against espionage, sabotage and terrorism through the use of preventive measures, and applies 

to the entire public administration. The Act also aims to protect the legal rights of the 

individual and ensure trust in and simplify control of the service. The measures must be 

implemented within the government, municipal authorities and private enterprises covered by 

the Act. 

 

Regulations have been prepared concerning information security, personnel security, industrial 

security and security administration. The archive-related processing of documents classified 

under the Security Act is covered by a special Regulation on information security.  

2.10 Protection Decree  

The Decree of 17 March 1972 No. 3352 on the processing of documents requiring protection 

for reasons other than those referred to in the Security Act and associated regulations (the 

Protection Decree) cover documents irrespective of the media on which they are available. 
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The protection of a document in accordance with the Protection Decree must only be carried 

out when the document can be classified as confidential under the Freedom of Information Act 

and harmful effects could result. 
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3 Noark  5: National standard for recordkeeping  

3.1 Applications for Noark 5  

Noark 5 is to be used for all types of recordkeeping, irrespective of the technological solution 

or type of public body. All activities that generate documents which need to be stored and 

retrieved in authentic form should in principle be covered by a recordkeeping function. This is 

completely independent of whether the documents are dealt with by traditional case handling, 

the number of years that they are to be archived for and whether they are to be transferred to an 

archival repository. 

 

Noark 5 has therefore been written with regard to both the public and the private sector, as well 

as organisations which are planning to procure a new system or which wish to assess the 

system that they have already introduced. Although the Noark standard is only obligatory 

within the public sector, it should also be possible to use the standard in connection with the 

procurement of solutions for handling archival documents within the private sector. 

 

The standard has been prepared from a holistic perspective, based on the archiveôs function in 

an electronic environment. The principal focus has always been to establish a set of 

requirements which can ensure that the functions that are developed lead to the appropriate 

handling of an electronic archive. 

 

There are many types of case handling that have traditionally not been recorded in an archive, 

and within archive terminology, this has been known as batch case handling. This could for 

example be an application for a municipal childcare place, an application for the deferment of a 

regular vehicle check or the submission of various form-based information. As this type of case 

often involves large volumes of documents, it has for resource reasons been decided not to 

register the case documents in an archive, even though they largely come under the archiving 

obligation. Through the use of solutions based on the core requirements in Noark 5, integration 

with case handling and form handling systems and automated recordkeeping, archiving and 

document distribution, it will also be possible to maintain control over documents in such 

cases. A precondition is that archive-related requirements and conditions must be included 

when systems, processes and routines are planned and specified. 

 

Noark 5 is a technology-independent standard. Specific requirements concerning technologies, 

such as approved archival formats for electronic documents, have been removed from the 

standard and placed in the regulations issued pursuant to the Archives Act. The requirements 

are technology-neutral and not based on or formulated with regard to any particular 

technological solutions. 

3.2 The requirement structure in Noark 5  

An archival document consists of the elements: content, structure, context and presentation. 

The content is contained in one or more electronic or physical documents which reproduce the 

archival documentôs ñmessageò. The documents must be stored in such a way as to enable 

future users to understand both the message itself and the original context of the message. This 

implies that, in addition to its content, the archival document contains information (metadata) 

concerning content, context and structure. 
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The presentation is dependent on a combination of the archival documentôs content, structure 

and (for electronic records documents) the software in which the archival document is being 

viewed. The content of an archival document must be unalterable and protected from access by 

unauthorised persons. ñUnalterableò means that it must be protected from change and deletion 

(unauthorised disposal). The archival document and associated metadata must therefore be 

ñfrozenò so that it cannot be altered. It is important to link integrity protection to archival 

documents, i.e. any changes can be detected. The requirement for readability (presentation) 

means that it must be possible to recreate appearance and content over time. 

 

Recordkeeping is the core of all disciplines that consider case documents to be part of the 

organisationôs collective information resources. Through systematic and controlled 

recordkeeping, the archived documents will demonstrably be genuine, credible, retrievable and 

readable. Linking the documents to metadata and storing them in an unalterable form ensures 

that any document you are to use is, in terms of its content, identical in every way to the 

document that was originally prepared or received. 

 

The point of view above does not just apply to traditional, correspondence-based case handling 

within government ministries for example. It is also at least as important to document what an 

organisation has received and generated in terms of documents in cases where automated case 

handling is used to some degree in specialised task systems or decision-support systems. 

 

Document capture, the provision of metadata and the archiving of documents must be possible 

in widely varying environments, from organisations which make extensive use of automated 

case handling and advanced case handling support, to organisations that need to manage simple 

post routines and archive individual files.  One of the very simplest forms of recordkeeping 

will for example be the handling of photographs in photoboxes when vehicles pass a road 

tollbooth. 

 

In order to avoid creating two sets of Noark 5 (one set of functionality requirements for an 

archive which can be used in any environment and one set of requirements for a complete, 

independent system), Noark 5 specifies three layers or levels ï requirements for the inner core, 

requirements for the outer core and requirements for a complete Noark 5. 

 

Inner core contains requirements for basic functionality for recordkeeping and archiving. The 

principal functions lie within record structure, metadata and requirements for systems which 

are set out in the regulations concerning archives. There are also requirements concerning the 

modules that the core must contain, i.e. data capture, searching, retrieval and viewing, 

administration of the core, preservation and disposal and transfer. 

 

The requirements for the inner core must be met in order for the system to be approved as a 

Noark 5 solution. 

 

Outer core defines the coreôs requirements concerning external, optional modules/systems. In 

order for the core to function in an integrated archive system environment, the core must 

impose some requirements concerning the relevant ñoptionalò systems that are used in the 

environment. Between the Noark 5 core and peripheral systems, there is a ñgrey zoneò, which 

is Noark 5ôs requirements for external modules/systems. 
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The requirements for the outer core form part of the Noark 5 core and must be fulfilled in order 

for the system to be approved as a Noark 5 solution. 

 

Complete Noark 5 specifies requirements and recommendations for some of the optional task 

and administration systems that will form part of a ñcompleteò Noark 5 solution, i.e. a solution 

that is close to the current Noark 4 system. These are specifications which concern certain 

given task systems, which form part of a complete Noark 5 solution. This constitutes the outer 

layer of functionality in Noark 5. The requirements for the outer task systems do not form part 

of the mandatory requirements for the Noark 5 core. 

 

The areas where Noark 5 deviates from Noark 4 are discussed separately after each section. 

3.3 Transition from Noark 4 to Noark 5  

Noark 5 will supersede Noark 4 (which in turn superseded Noark 3), but be backwards-

compatible with Noark 4 in the sense that it will be possible to migrate archives from systems 

based on the older standard to the new one. This has been taken into consideration as regards 

both the construction of the record structure and the metadata that are defined. An example of 

this is that the units fonds and series are still retained in the record structure. 

 

The public administrationôs case documents that are stored electronically must be linked to a 

recordkeeping system or some other electronic system for registering documents. The system 

must control all archiving of and access to the case documents. 

 

The recordkeeping of electronic case documents must as a general rule take place in a system 

which follows the requirements in Noark and which has been approved by the Director General 

of the National Archival Services. This applies regardless of whether a pure recordkeeping and 

archive system is used or functions for archiving are integrated in a case handling system or 

similar. In connection with the electronic archiving of case documents, the system must meet 

the requirements for electronic archiving in Noark and be approved for this purpose by the 

Director General of the National Archival Services. If the system does not satisfy the 

requirements in Noark, the administrative body must apply to the Director General of the 

National Archival Services for dispensation. Dispensation must be granted before the system 

can be taken into use. 

 

If case documents are to be exchanged by e-mail in connection with the electronic archive, the 

system should also satisfy the basic requirements for integrated e-mail. 

 

If documents are to be signed by electronic signature, the system must also satisfy the basic 

requirements for the integrated use of digital signatures in Noark. 

 

In connection with the development of new systems or functionality for recordkeeping and 

archiving, the development must be based on Noark 5, not Noark 4. For task systems and other 

systems where there is a need to establish defined, pure recordkeeping and archive 

functionality, the core requirements in Noark 5 must be fulfilled. In cases where a Noark 5 

supplier wishes to ñloosenò the system in relation to the requirements imposed in Noark 4, the 

new system/version of the system must at least satisfy the core requirements in Noark 5. 
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All recordkeeping and archive systems used within the public administration must therefore 

satisfy the Noark requirements in principle and be approved by the Director General of the 

National Archival Services.  All Noark 5-based solutions must therefore be approved by the 

Director General of the National Archival Services before they can be brought into use. This 

also covers ordinary ñoff-the-shelfò solutions: 

 Recordkeeping and archive functionality in task systems, where the public body itself 

develops the solution. 

 Recordkeeping and archive functionality for task systems, where the recordkeeping 

and archive functionality is developed as an ñoff-the-shelfò product. 

 Recordkeeping and archive functionality that is defined as a common component for 

one or more public bodies or one or more systems. 

 Noark 4 systems that are ñremouldedò into Noark 5 systems, as the extraction for 

transfer format has been altered considerably in Noark 5 compared with Noark 4. 

 

The public administration will not be required to switch from Noark 4-based to Noark 5-based 

systems from a particular date. The Director General of the National Archival Servicesô view is 

that public bodies must choose the tools for recordkeeping and archiving which, within the 

framework of the Archives Act, are most appropriate for the body concerned at any time. 

Behind this lies the consideration that for certain administrative or case areas it may still be 

appropriate to use paper-based records and archives, while others will need to use task systems 

with functionality based on the core requirements in Noark 5. 

3.4 Maintenance  of Noark 5  

The Director General of the National Archival Services will ensure the continual updating and 

maintenance of Noark 5, in the form of new versions of the standard. 

 

Minor changes in the form of corrections, the harmonisation of requirements that are 

contradictory, the clarification of text and the reformulation of text which could be 

misunderstood or interpreted incorrectly will be implemented on an ongoing basis. These 

intermediate versions will retain the main version number and have consecutive numbering 

after the main version number. Noark 5 version 1.0 was released on 4 July 2008. Versions 

during the autumn of 2008 with corrections, etc. will have the version number 1.1, 1.2, 1.3, etc. 

 

Major changes where additions have been made to the requirements or texts have been heavily 

reworked will be published with new main version numbers. This will for example take place 

through the completion of (sections of) requirements that are incomplete in the current version 

and the introduction of new laws or regulations which must be reflected in Noark 5. 

 

New main versions will be released at fixed times: before the end of the first and third quarters 

every year. 
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3.5 Noark  5: Applicable for both the private and public 
sectors  

MoReq2 is a general standard for electronic records management. This is intended to cover 

both large and small organisations, the public and private sectors, all EU Member States (and 

countries outside the EU). This means that MoReq is extremely general. It does not contain 

requirements linked to functions in order to satisfy laws and regulations (not even for the EU), 

take account of country-specific administrative practices or traditions or other country-specific 

considerations. The standard is also only in English. Within the EU, emphasis is placed on 

each country translating MoReq2 into its own language and preparing a ñChapter 0ò, which 

contains the country-specific requirements. The requirements in ñChapter 0ò must not 

contradict the other requirements in MoReq2. 

 

MoReq2 will not become an EU Directive. It will continue to be a recommendation and each 

EU Member State must decide whether, and if so how, MoReq2 will be implemented in the 

country concerned. 

 

In Norway, the Director General of the National Archival Services has decided that replacing 

the Noark standard with MoReq2 would not be appropriate. However, it has been a goal to 

bring Noark 5 as close to MoReq2 as possible. In a number of areas, MoReq2 is more 

advanced than Noark and contains many requirements with no equivalent in Noark 5. 

However, the fundamental requirements are largely common, as is the record structure and 

many of the metadata. It has been a goal for the project that Noark 5 should not contain 

requirements that are incompatible with MoReq2. 

 

Noark 5 should be considered the official Norwegian version of MoReq2. The Noark 5 core is 

a technical and functional implementation of the general requirements for appropriate 

archiving, as they are formulated in MoReq2, ISO 15489 and elsewhere. This ensures that 

authenticity and integrity are maintained over time. Solutions that are based on Noark 5 core 

will ensure appropriate archiving regardless of the rules that apply to this archiving. Solutions 

based on Noark 5 core should therefore also be able to serve as electronic records management 

solutions for the private sector in Norway. 

 

Solutions that are based only on ISO 15489 and MoReq will not be accepted as Noark 5-

compatible. The archive legislation contains provisions which require an administrative body 

that is to introduce solutions for electronic document management (and archiving) to use 

Noark-based systems which have been approved by the Director General of the National 

Archival Services. This applies regardless of whether a pure recordkeeping and archive system 

is used, or whether functions for archiving are integrated in a case handling system or similar. 

In connection with the electronic archiving of case documents, the system must meet the 

specific requirements for electronic archiving in the Noark standard and be approved  for this 

purpose by the Director General of the National Archival Services. 

3.6 Recordkeeping as part of added value  

Bringing order to document management and recordkeeping within an organisation is 

increasingly being seen as a necessity in order to improve efficiency and increase added value 

within the organisation. In an electronic environment, systematic and controlled records 
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management may be even more difficult than in a paper-based system, as it can be impossible 

to know whether a document has been altered or which of all the versions that have been 

created is the ñoriginalò. Alternatively, the document may simply be deleted or impossible to 

recreate.  

 

To ensure that the document is authentic and has its integrity maintained, it is a requirement 

that authenticated metadata is linked to the document. That a document is authentic means that 

the document is what it claims to be, e.g. by the fact that the identities of the parties in an 

electronic communication are correct. That the integrity of the document is maintained means 

that data has not been altered or destroyed in an unauthorised manner or erroneously; it is 

therefore a property associated with data which makes it possible to detect whether data has 

been altered in an unauthorised manner or erroneously. 

Authenticated metadata means metadata which is intended to support the documentôs 

authenticity and credibility, partly by giving the recipient information which can be utilised in 

connection with checks on the documentôs content and sender. 

 

It is important to be aware that recordkeeping and document management are organised 

differently. MoReq defines the differences as follows: 

 

Solutions for document management Solutions for recordkeeping 

Allows documents to be altered and/or stored in 

several versions without there being any control 

over which version is the final version. 

Prevents fonds documents from being 

altered and has version control. 

Can allow the documents to be deleted by the 

document owner. 

Prevents documents from being deleted 

without them being subject to controlled, 

authorised disposal. 

May contain some control over how long a 

document should be retained for and whether it 

can be deleted. 

Rigorous retention control, i.e. the solutions 

must have functions to manage the 

preservation, migration and disposal of fonds 

documents in accordance with established 

plans. 

May contain structured document storage, 

which can be user-controlled. 

Must contain a rigorous record structure with 

a classification system, which is maintained 

by an authorised administrator. 

Performs the primary function of supporting the 

daily production and the use of documents in 

ongoing case handling. 

Supports the daily use of documents in 

ongoing case handling, but must also be a 

secure and credible archive for fonds 

documents. 

 

Solutions for document management can therefore give no guarantee in the future that a 

document can still be retrieved or that it is readable or that the document that you do retrieve 

has not been altered.  Solutions that have been developed specifically for recordkeeping, as the 

Noark standard facilitates, will ensure that the document can be retrieved, that it is readable 

and that it is authentic and has had its integrity maintained. 
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Part II: Noark 5 Inner and Outer core 

 
In the longer term, the system architecture within government bodies will also tend towards a 

more service-oriented architecture. This is a stated goal of the Ministry of Government 

Administration and Reform (FAD). The subdivision of Noark 5 into a structure where inner 

core functionality is specified in order to ensure good archive management, with ñoptionalò 

systems outside this ï integrated, in order to meet the special task-related needs of the 

individual organisation is a step towards this goal. 
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4 Introduction to the Inner and Outer cor es 

Documentation of the requirement structure in Noark 5 provides an introduction to this 

chapter, Here, the term core is explained and the content of the various layers is defined. 

4.1 Noark 5 core  and Noark 5 complete  

The specification of requirements in Noark 5 is arranged in three layers or levels. Noark 5 

inner and outer core and Noark 5 complete. 

Noark 5 inner core  

The starting point for the definition of 

requirements for the inner layer of the core 

is the i1dentification and definition of the 

fundamental functions which must be 

present in order for the core to act as an 

independent ñserviceò in an archive system 

environment. Within its domain - archiving - 

the core must be capable of functioning 

independently and without any dependency 

on external functions, programs or similar in 

order to perform its defined part of the job. 

Noark 5 outer core  

In order for the inner core to function in an 

archive system environment, a number of 

requirements must be imposed concerning the functionality of ñexternalò modules. These are 

requirements formulated on the basis of the archive coreôs needs and can be defined as the 

outer layer of the core itself - the core's requirements with respect to external systems. Both the 

inner and the outer ñlayerò of requirements in the core must be fulfilled in order for a system to 

be approved as a Noark 5-based archive system. Certain requirements only need be fulfilled 

under certain conditions, e.g. that it contains case documents. 

Noark 5 complete  

The third ñlayerò of requirements consists of requirements that Noark 5 has concerning 

freestanding modules or systems which constitute a complete case, recordkeeping and archive 

solution in a given user environment. These are task systems and pre-systems which each 

organisation has a need to use and which can be supplied by different suppliers. Together with 

Noark 5 core (inner and outer), this constitutes Noark 5 complete. Noark 5ôs requirements for 

external systems or modules have been organised into separate (independent) sections. 

 

4.1.1 Requirements for modules in Noark 5 inner core  
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